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Abstract of the contribution: This document proposes a solution for UE onboarding and remote provisioning using non-3GPP access.
Discussion
SNPN should support Non-3GPP access. Some UE may have both 3GPP and Non-3GPP network access capability and it is convenient for those UEs to use Non-3GPP access network for onboarding and remote provisioning. 
This proposal proposes a solution to address key issue #4, the solution uses SNPN’s Non-3GPP access network for UE onboarding and provisioning. 
Proposal
It is proposed to adopt the following solution into TR 23.700-07.
[bookmark: _Toc23326075][bookmark: _Toc23326573][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc23326074][bookmark: _Toc25934675][bookmark: _Toc26337055][bookmark: _Toc31114302][bookmark: _Toc31120325][bookmark: _Toc23232155][bookmark: _Toc23238463][bookmark: _Toc23239069][bookmark: _Toc23244489][bookmark: _Toc26520137][bookmark: _Toc26530875][bookmark: _Toc26530925][bookmark: _Toc26530974][bookmark: _Toc28869878][bookmark: _Toc30008178][bookmark: _Toc31035879][bookmark: _Toc31037026][bookmark: _Toc31037100][bookmark: _Toc31270498][bookmark: _Toc31270526][bookmark: _Toc31270554]6.0	Mapping Solutions to Key Issues
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* * * *Second change （new text）* * * *

6.X	Solution #X: Solution for UE onboarding and remote provisioning
[bookmark: _Toc16839383][bookmark: _Toc21087542][bookmark: _Toc23326076][bookmark: _Toc23326574]6.X.1	Introduction
This solution addresses key issue4 “UE Onboarding and remote provisioning”.  This solution uses NPN’s Non-3GPP access network for the UE onboarding and provisioning.
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Figure 6.X.2-1: Provisioning by Trusted Non-3GPP Access Network
Figure 6.X.2-1 illustrates the architecture of the onboarding and remote provisioning solution.
The solution has the following assumption:
1. The SNPN has 3GPP and Non-3GPP access network.
2. The UE has both 3GPP and Non-3GPP access network capability.
3. The Default Credential Server (DCS), is used to authenticate the UE to proceed the onboarding based on the default credentials. The DCS also have EAP AAA function used to authenticate the onboarding UE.
4. The Provisioning Server has the credentials that used for the UE to be authenticated by the SNPN and other provisioning data.

The TNGF and DCS(AAA) use a vendor-specific EAP method (called “EAP-NPN-Onboarding”) to authenticate the UE. The EAP-NPN-Onboarding authentication protocol could reuse existing pre-share key based EAP method. For example, EAP-GPSK (RFC5433) could be used as EAP-NPN-Onboarding authentication method. The TNGF function as EAP authenticator and the DCS function also as EAP AAA server for UE onboarding. 
When the UE finish the EAP-NPN-Onboarding authentication procedure successfully it will establish network connectivity and it can access to the provisioning server using this network connectivity. The TNGF shall configure a policy that restrict the UE can only access to the provisioning server by using this established connectivity. The UE then get the provisioning credentials and other provisioning data from the provisioning server.

6.X.3	Procedures
Figure 6.X.3-1 shows the high-level procedure of the solution.
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Figure 6.X.3-1: Provisioning by Trusted Non-3GPP Access Network Procedures
Step 0: The UE selects the Non-3GPP Trusted network for onboarding. The Non-3GPP Trusted network may configure a dedicate SSID for the purpose of UE onboarding.
Step1-6: The DCS authenticates the UE using EAP/NPN-Onboarding protocol.
Step 7: The UE establishes network connectivity with the Non-3GPP Trusted access network. The UE establishes IPsec tunnel with TNGF. The TNGF establishes configuration policy that restrict the UE only to access the provisioning server using this network connectivity.
Step 8: The UE gets the provisioning credentials/subscriptions data from the providing server vis the established network connectivity.
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This solution needs to define a new interface between TNGF and DCS (AAA) (Nx in Figure 6.X.2-1).
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